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Not much to report.
We're progressing as
expected on the five

i\ﬂ projects I ‘mentioned
: last week.

\
Have you had a

problem with
attacks?

| And in response to some of the attack the
government's electric grid we're proactively

updating some of our security procedures.
4 We've provided a press release that outlines
| our new measures.

Like most firms, we've had some
denial of service attacks. At least I
think that's what they're called. If
you want more details, T'll have to
find someone technical.

have no further questions, I look
forward to seeing you next week.

[~
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News Release
iPremier leads

industry to institute pey Security measyres
SEATTLB, Washington — January 12, 2009, F ollowing the recent reports of cyber—sabotage inthe US,
electric grid, iPremier i acting as an industry Jeader by making aggressive changes to assure
Customers, Suppliers, employees, ang shareholders that the interests of our stakeholders v; Il be
protected. Specific changes inclyde but are not limited to the following:

* Instituted im
.

iPremier ig 5 global |

eader in web-bas
More information ca

ed commerce specializing i luxury, fare, and vintage 8oods,
n be found gt iPremier.com.
iPremier Media Contacts;
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Great job with the e
press today.

We were lucky. Nothing seemed
out of the ordinary to them. Z

ol %

\ [+ ¢

No discernible effect on the
stock price, either. That's PR
the way I like it!

/
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Where do we stand on the intrusion
investigation? Any reason to think the
firewall's been breached?

What can you tell
us Tim?

b e

I agree with Joanne - we
can't find anything.

Well, Joanne has a
recommendation, and
I agree with it.

was an intrusion, but it has made us
aware of holes in our defenses.

L\ L . [ |

There's no evidence that this a‘rtack]
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Our new security measures are
supposed to close those holes.

0 j The bad guys could have already been
Am I missing something?

inside, left something nasty behind.

You said there's
no evidence---

There's not. But the holes were
there. And the DoS attack was
sophisticated.

Production Systemns

File exe 500K
(O.’"f:g;ﬂa/ )

/ File exe 1000K
(replaces

' Closing the holes doesn't fix the

A\

problem if the malicious file is o
already inside! .

609-093
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File exe 1000K
(replaces
or{g:'m/ b)

; RS
How is it that we don't know
exactly what's supposed to be
on our production computers?

S )

production computers that isn't
supposed to be there, pretending to
be an ordinary file. A sort of time
bomb that might go off later.

It's hard to stand up to customers
screaming for a change. To them
our change control procedure
looks like bureaucra

4t ¥ 3

We don't always do a good job of
documenting changes in production.
When the business guys want a
change, they want it NOW. Things
get rushed in. Records don't always
get updated.
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]
You mean shut down the
company?

[~

.&&Al'll-ia

We need to shut down the production systems, wipe the
hard drives clean, and rebuild from development files on
not-externally-exposed machines. They're less likely to
have time bombs planted on them.

— ‘ol

For 3 days, max. I

Or we can take our chances. Do
nothing. Wait and see.

Isn't There an in- beTween7‘ What if we bwld a hew
production site out of extra machines? Once that's
Three dqyslll up and running, we take down the existing production

computers. Same result, no business interruption.

VWA &
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We could get them. It'd be

What extra machines, Bob? We don't
have extra machines.

The delay. It'd take a while
to set that up. I estimate a
couple of weeks. Any time
during that two weeks, the

Not as
to be.

Honest answer?
sure as we'd like

'

LY

| Okay. T'll take it to the management
"} group. See what they say. Ripley,
Jl you'll come with me.
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|

It would be irresponsible of us to
shut down the business. It's certain
to degrade customer satisfaction
at a time when we're working hard B®
o maintain slim profits and growth. |k

But it's the only way to be

sure. Otherwise youre
gambling with customers’
trust.

:

Qur situation is pretty much the same
as before the DoS attack. Neither
-4 before nor after the attack have we had
evidence of an intrusion.

b |

609-093

these choices, Bob.

I'm not very happy wiTh’

I know, Jack. But we've got to
decide, one way or the other.
¥

v
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