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January 26, 2009...

The senior managers at iPremier decided not to shut down for a comprehensive rebuild of all
production computer systems. Using whatever equipment they could scrounge, they did
embark on a plan to create an iPremier site in a more up-to-date hosting facility. All went
smoothly until two weeks later...
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ey, this is Louise
at reception. There's
a Special Agent Reddy
from the FBT here
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He says it's urgent.
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Don Reddy, local ligison for the Federal
Bureau of Investigation's CyberCrime Task
Force. I'm sorry to drop in out of the blue
like this, but it's pretty important.

Mr. Turley?

Yes, and you must be
Special Agent Reddy.

Not a problem, Agent

Reddy. Have a seat.
How can we help? =
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| Do you know a company

called MarketTop?
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Sure. They're our biggest
competitor. Know them well.
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You probably don't know that
for the past several hours
they've been experiencing a
withering Denial of Service
4 attack.

Which brings you
to us..why?

v/ 4

The attack appears to be
originating from inside your
facility at Qdata. That is

- [ where your production
Well, sir, we've pinpointed the y computers reside, correct?
source of the attack and it's ;

inside your company.

’//////

INSIDE OUR =
COMPANYI? £ /

We suspect you've been
hacked. We think someone
got inside and implanted a
zombie. You should consider
g any data inside that security
Zone compromised.

Then, I'd say you've got a big problem.
For starters though, do you think you
could have your guys track down that
zombie and kill it?
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Yes. Yes, of course. We'll
take radical action right

now. Radical actio
==

Waitl Ne¢ radical |
action. Just kill the
zombie for now.

And a bit of advice: Get your
lawyers ready. MarketTop canf

Make no other changes to your systems until
we okay it. Your computers are a crime scene.
It's not just your problem anymore.

We will. Thanks for

more trouble, These bad guys might
==|the...info.

And one more thing—there may be
have left more nastiness behind.

Gcrr. T'll be back in
touch very soon. Kill
that zombie for us.

You need to look into that. But
don't change anything until we
okay it, Got it?

Hi Jack, we have a
problem...
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